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So#ware	  Fault	  Pa.ern	  (SFP)	  Research	  Program	  

•  Develop	  a	  specifica;on	  of	  so6ware	  weaknesses/vulnerabiliFes	  
that	  enables	  automaFon	  
  Focus	  on	  computa;on	  as	  the	  viewpoint	  that	  can	  support	  automaFon	  

  ComputaFon	  is	  determined	  by	  system’s	  arFfacts	  
  Code,	  data	  schemas,	  plaKorm	  configuraFon,	  build	  scripts,	  etc.	  
  Common,	  agreed	  upon	  vocabulary	  is	  defined	  in	  ISO	  19506	  (KDM)	  
  ComputaFon	  causes	  observable	  events	  

  This	  is	  formalized	  as	  the	  Logical	  Weakness	  Model:	  
  a	  necessary	  condiFon	  for	  a	  weakness	  
  “condiFon”	  to	  confirm	  the	  weakness	  

  Enables	  mathema;cal	  reasoning	  about	  vulnerability	  findings	  
  Ensure	  systema;c	  coverage	  of	  the	  “weakness	  space”:	  

  idenFfied	  major	  areas	  of	  computaFons	  which	  are	  associated	  with	  security	  
flaws,	  	  

  idenFfied	  common	  pa.erns	  of	  faulty	  computaFons	  
  Aligned	  then	  with	  impact	  (focusing	  on	  injury,	  i.e.	  impact	  with	  a	  shortest	  
causal	  link)	  
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Current	  approach:	  CWE	  catalog	  
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“Make	  sure	  that	  the	  deployed	  so#ware	  does	  
not	  have	  things	  that	  are	  of	  a	  concern	  to	  us”	  
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Current	  automa;on	  
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Current	  approach	  has	  several	  gaps	  



analyst 

Be.er	  automa;on	  needs	  a	  specifica;on	  
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What	  are	  the	  risks	  and	  
the	  corresponding	  
vulnerabiliFes	  ?	  

What	  are	  implemented	  
vulnerabiliFes	  and	  how	  they	  are	  
miFgated	  by	  	  safeguards?	  

Why	  does	  the	  absence	  of	  	  
findings	  mean	  that	  the	  risks	  
are	  miFgated	  ?	  

What	  to	  look	  for	  
	  	  	  	  (SFP)	  

What	  to	  look	  for	  
	  	  	  	  	  	  (SFP)	  

Where	  we	  looked	  

CONOPS	  Tool	  
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Did	  we	  cover	  all	  vulnerabiliFes	  ?	  



What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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SFP	  approach:	  extending	  CWEs	  into	  a	  specificaFon	  



What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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What	  is	  a	  pa.ern	  (that	  is	  not	  nebulous)	  ?	  

•  Fact-‐oriented	  approach	  to	  pa;ern	  definiFon	  and	  discovery	  
•  Pa;ern	  is	  a	  collecFon	  of	  things	  and	  rela;onships	  between	  these	  things	  

(facts)	  

•  Based	  on	  a	  well-‐defined	  vocabulary	  for	  “things”	  (nouns)	  and	  relaFonships	  
(verbs)	  

•  Same	  vocabulary	  is	  used	  to	  describe	  real	  situa;ons	  (e.g.	  systems),	  resulFng	  
is	  a	  factbase	  –	  discovery,	  phase	  I	  
–  “real”	  things	  
–  “real”	  relaFonships	  

•  This	  vocabulary	  is	  used	  to	  define	  pa;erns	  
–  Things	  that	  are	  “variables”	  

•  Pa;erns	  are	  matched	  to	  the	  factbase	  (this	  is	  discovery,	  phase	  II)	  

•  Vocabulary	  is	  the	  conceptual	  commitment	  	  

The	  key	  to	  defining	  a	  pa;ern	  is	  a	  vocabulary	  



SFPs	  	  are	  parameterized	  families	  of	  computa;ons	  

a	  straight	  line	   also	  a	  straight	  line	   parabola	   periodic	  line	  

a	  composite	  line	   also	  a	  composite	  line	   another	  composite	  line	  

ParameterizaFon	  is	  about	  creaFng	  a	  
vocabulary	  of	  elementary	  “shapes”	  
and	  characterisFcs	  of	  these	  shapes,	  
focusing	  at	  the	  invariants	  and	  the	  
variaFon	  points	  of	  each	  “shape”	  

CWE	  is	  predominantly	  a	  collec;on	  of	  observa;ons,	  not	  a	  vocabulary	  of	  common	  “shapes”	  
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How	  to	  Iden;fy	  Parameters	  and	  Why	  is	  that	  Important	  	  

1.	  ObservaFons	  that	  
are	  	  
representaFves	  of	  a	  
common	  family	  of	  
computaFons	  (aka	  
cluster)	  

cluster	  

2.	  Generalized	  definiFon	   3.	  generalized	  definiFon	  
refers	  to	  the	  enFre	  
cluster	  (its	  invariant	  and	  
its	  variaFon	  points)	  

4.	  ParameterizaFon	  
introduces	  addiFonal	  
details	  for	  the	  
generalized	  definiFon,	  
focusing	  at	  the	  
variaFon	  points	  

6.	  Parameters	  are	  
mapped	  to	  the	  original	  
observaFons,	  and	  gaps	  
are	  idenFfied	  

gaps	  

parameters	  
varia;ons	  

5.	  VariaFons	  are	  idenFfied	  	  
top-‐down	  in	  order	  to	  provide	  
assurance	  of	  coverage	  
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What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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Injury	  in	  the	  system	  context	  (aligned	  with	  CVSS)	  

Network	   Network	  Local	  

Adjacent	  network	  

Data	  in	  moFon	  

Data	  at	  rest	  

Channel	  

Resource	  

Input	  processing	  

InformaFon	  output	  

AuthenFcaFon	  

Access	  control	  

Cryptography	  
Resource	  mgmt	  

Buffer	  mgmt	  

ExcepFon	  mgmt	  

Service	  

Data	  in	  use	  

RunFme	  plaKorm	  
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Vulnerability	  and	  Injury	  

Injury:	  an	  elementary	  undesired	  event	  	  
that	  can	  cause	  further	  impact	  to	  

Confiden;ality	  of	   Integrity	  of	   Availability	  of	  

InformaFon	  

Data	  at	  rest	  

Data	  in	  moFon	  

Data	  in	  use	  

InformaFon	  

Code	  at	  rest	   Code	  in	  use	  

Service	   Service	   InformaFon	   Resource	  Service	  

Data	  at	  rest	  

Data	  in	  moFon	  

Data	  in	  use	  

Data	  at	  rest	  

Data	  in	  moFon	  

DistorFon	  

Subversion	  

Lock	  Damage	  

To	  guarantee	  the	  coverage	  of	  the	  “faulty	  computa;on”	  space,	  all	  injuries	  have	  to	  be	  
covered	  

Causal	  relaFon	  
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What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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analyst 

Alignment	  with	  opera;onal	  views	  and	  risks	  
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vulnerabiliFes	  and	  how	  they	  are	  
miFgated	  by	  	  safeguards?	  

Why	  does	  the	  absence	  of	  	  
findings	  mean	  that	  the	  risks	  
are	  miFgated	  ?	  

What	  to	  look	  for	  
	  	  	  	  (SFP)	  

What	  to	  look	  for	  
	  	  	  	  	  	  (SFP)	  

Where	  we	  looked	  

CONOPS	  Tool	  
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Did	  we	  cover	  all	  vulnerabiliFes	  ?	  



Events,	  computa;on	  and	  code	  

;me	  

Input	  processing	  
InformaFon	  output	  

AuthenFcaFon	  

Access	  control	  
Cryptography	  

Resource	  mgmt	  

ExcepFon	  mgmt	  Service	  IniFalizaFon	  

ComputaFon	  is	  
an	  sequence	  of	  	  
steps/events	  

“Code”	  provides	  	  
constraints	  to	  	  
computaFons	  and	  	  
therefore	  determines	  	  
what	  kind	  of	  computaFons	  
can	  occur	  

User	  is	  authenFcated	   OperaFon	  failed	  

ComputaFon	  o6en	  	  
performs	  steps	  that	  
are	  common	  to	  
large	  families	  of	  	  
systems	  flow 

pipes Certain	  “places”	  of	  “code”	  are	  
indicators	  of	  parFcular	  
computaFons	  

Certain	  “places”	  of	  “code”	  are	  
necessary	  condiFons	  for	  
vulnerabiliFes	  

Control	  plane	  

Data	  plane	  

phase	  

9/14/11	   16	  ©	  KDM	  AnalyFcs	  Inc.	  

state	  



Weakness	  Logical	  Model	  

Code	  Path	  

Statement	  

1..* 

Control Flow 

Control	  RelaFon	  

from to 

has 

Weakness 

1..* 

satisfies 

satisfies 

1..* 

0..* 

CondiFon	  
End	  Statement	  

Start	  Statement	  

ComputaFon	  

Structural Rules 
Value Rules 

0..* 

0..* 

involves 

1..* 

0..* 

Data Flow 

Data	  Element	  
0..* 

Value	  Range	  

Data	  RelaFon	   determines 

has 

resolves to 

from 

to 

uses 
Resource	  

Property	  

determines 
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What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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How	  does	  the	  new	  approach	  enables	  automa;on?	  

Common,	  agreed	  upon	  vocabulary	  for	  systems	  elements:	  
Pipework	  element	  
Pipe	  
Valve	  
Pump	  
Gauge	  
Meter	  
T-‐connector	  
Pipe	  is	  connected	  to	  pipework	  element	  

Valve1	  is	  connected	  to	  pipe2;	  
	  pipe2	  is	  connected	  to	  meter3;	  
Pump4	  is	  connected	  to	  pipe5	  and	  pipe6;	  etc.	  

Normalized	  mathemaFcal	  descripFon	  of	  the	  system:	  

So6ware	  Fault	  Pa;ern	  descripFon	  is	  based	  on	  the	  system	  vocabulary	  
	  this	  makes	  all	  properFes	  	  discernable	  
	  this	  enables	  informaFon	  interexchange	  between	  tools	  
	  allows	  mathemaFcal	  reasoning	  about	  findings	  
	  allows	  mathemaFcal	  reasoning	  about	  assurance	  
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Not	  all	  characteris;cs	  are	  discernable	  

•  Examples	  of	  non-‐discernable	  CWEs	  
–  684	  -‐	  Failure	  to	  Provide	  Specified	  FuncFonality	  	  

•  The	  code	  does	  not	  funcFon	  according	  to	  its	  published	  specificaFons,	  potenFally	  leading	  to	  incorrect	  usage	  

–  573	  -‐	  Failure	  to	  Follow	  SpecificaFon	  	  
•  The	  so6ware	  fails	  to	  follow	  the	  specificaFons	  for	  the	  implementaFon	  language,	  environment,	  framework,	  protocol,	  or	  plaKorm	  	  

–  115	  –	  Misinterpreted	  Input	  
•  The	  so6ware	  misinterprets	  an	  input,	  whether	  from	  an	  a;acker	  or	  another	  product,	  in	  a	  security-‐relevant	  fashion.	  

–  448	  -‐	  Obsolete	  Feature	  in	  UI	  
•  A	  UI	  funcFon	  is	  obsolete	  and	  the	  product	  does	  not	  warn	  the	  user.	  

Discernable	  characterisFc	  	  
is	  a	  property	  of	  the	  	  computaFon,	  
such	  as	  the	  role	  of	  a	  data	  element,	  the	  
role	  of	  an	  acFon	  or	  of	  a	  region,	  which	  
can	  be	  expressed	  as	  a	  statement	  in	  
the	  vocabulary	  of	  the	  “code”	  

Is	  based	  on	  

A	  non-‐discernable	  descripFon	  is	  
either	  ambiguous,	  uses	  ill-‐defined	  
characterisFcs,	  or	  uses	  one	  or	  more	  
non-‐discernable	  characterisFcs	  

A	  non-‐discernable	  descripFon	  can	  be	  turned	  
into	  a	  discernable	  one	  by:	  
•  Addi;onal	  research	  to	  be.er	  scope	  	  
•  More	  clarity	  and	  precision	  
•  Addi;onal	  facts	  
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What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  

9/14/11	   21	  ©	  KDM	  AnalyFcs	  Inc.	  



Methodology	  Behind	  Forming	  SFPs	  

SFP	  

Clusters	  

CWEs	  

Parameters	  

describe	  
invariant	  

iden;fy	  
varia;on	  	  
points	  

Iden;fy	  
	  gaps	  

Features	  
(footholds	  &	  
condiFons	  	  
of	  computaFons)	  

Generalized	  	  
features	  

Ini;al	  analysis	  of	  features	  was	  
informal	  because	  a	  large	  number	  of	  
non-‐discernable	  CWEs	  was	  an;cipated	  

Parameteriza;on	  is	  
only	  done	  for	  
discernable	  CWEs	  

analyze	  proximity	  

extract	  

group	  

used	  as	  observa;on	  samples	  

Parameteriza;on	  is	  
a	  step	  toward	  full	  
formaliza;on	  

Clusters	  and	  SFPs	  
define	  manageable	  
vulnerability	  families	  

based	  on	  the	  use	  of	  
common	  noun	  
concepts	  and	  injury	  

SFP	  focuses	  on	  
discernable	  features	  
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How	  do	  we	  get	  there	  ?	  Methodology	  overview	  

•  Bo;om	  up	  process	  -‐	  Start	  with	  CWEs	  –	  as	  de-‐facto	  weakness	  
space	  definiFon	  	  

–  We	  used	  CWE	  to	  idenFfy	  common	  areas	  of	  computaFons	  
•  Top	  down	  process	  -‐	  CWEs	  are	  no	  longer	  involved	  

–  Clusters,	  their	  characterisFcs	  –	  look	  at	  the	  nature	  of	  all	  computa;ons	  
in	  a	  certain	  area	  (good	  and	  bad);	  what	  are	  the	  common	  
characterisFcs	  of	  these	  computaFons?	  Then	  use	  this	  a	  controlled	  
vocabulary	  for	  defining	  weaknesses	  in	  this	  parFcular	  area	  

–  Focus	  at	  common	  detecFon	  (when	  can	  we	  disFnguish	  a	  bad	  
computaFon	  from	  a	  good	  computaFon	  in	  a	  given	  area;	  and	  how	  we	  
automate	  this	  decision?)	  
•  Unique	  foot-‐holds	  of	  the	  computaFon	  
•  Agreed	  ontology	  between	  fact	  collecFon	  and	  vulnerability	  definiFon	  

–  Alignment	  with	  injury	  (defined	  in	  CVSS)	  
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CWE	  enumerates	  various	  faulty	  computa;ons	  

Common	  
Weakness	  
EnumeraFon	  
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What	  families	  of	  computa;ons	  are	  covered	  by	  CWE	  ?	  

Common	  
Weakness	  EnumeraFon	  

630	  
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Iden;fy	  common	  characteris;cs	  and	  group	  “close”	  CWEs	  

Common	  
Weakness	  EnumeraFon	  

authen;cate	  

actor	  
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Iden;fy	  common	  characteris;cs	  and	  group	  “close”	  CWEs	  

Common	  
Weakness	  EnumeraFon	  

buffer	  

authen;cate	  

actor	  9/14/11	   27	  ©	  KDM	  AnalyFcs	  Inc.	  



As	  the	  result,	  several	  clusters	  emerged	  

Common	  
Weakness	  EnumeraFon	  

buffer	  

authen;cate	  

actor	  

resource	  

Risky	  	  
values	  

access	  control	  
cryptography	  

risky	  prac;ces	  

informa;on	  leak	  

excep;on	  management	  

21	  primary	  clusters	  	  
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21	  clusters	  and	  their	  associa;ons	  

Authen;ca;on	  

Access	  	  
Control	  

Informa;on	  	  
leak	  

Cryptography	  

Resource	  
management	  

Memory	  
Access	  

Memory	  
management	  

Synchroniza;on	  

Channel	  

Malware	  

Tainted	  	  
Input	  

UI	  

Predictability	  

Path	  
Resolu;on	  

Unused	  	  
En;;es	  

Other	  

API	  

funcFonality	  

infrastructure	  

input	   output	  

Area	  

Shares	  characteris;cs	  with	  
Area	  

Risky	  	  
values	  

Excep;on	  	  
Management	  

Privilege	  

Entry	  	  
points	  
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Full	  Conceptual	  Map	  of	  the	  primary	  clusters	  
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What	  is	  a	  So#ware	  Fault	  Pa.ern	  (SFP)?	  

•  SFP	  is	  a	  generalized	  descripFon	  of	  an	  idenFfiable	  
family	  of	  computa;ons	  
•  Described	  as	  pa;erns	  with	  an	  invariant	  core	  and	  variant	  parts	  
•  Aligned	  with	  injury	  
•  Aligned	  with	  operaFonal	  views	  and	  risk	  through	  events	  
•  Fully	  idenFfiable	  in	  code	  (discernable)	  
•  Aligned	  with	  CWE	  

•  With	  formally	  defined	  characterisFcs	  
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Machine-‐readable	  vulnerability	  pa.erns	  

Vulnerability	   Vulnerability:	  a	  bug,	  flaw,	  
weakness,	  or	  exposure	  

	  of	  an	  applicaFon,	  system,	  
device,	  or	  service	  

	  that	  could	  lead	  to	  a	  failure	  
of	  confidenFality,	  
integrity,	  or	  availability	  

Injury	  	  (event)	   Safeguard	  
Failure	  	  (event)	  

Foot-‐hold:	  a	  “known”	  
construct	  or	  API	  call	  in	  
the	  system’s	  arFfacts	  

	  that	  is	  necessary	  for	  the	  
fault	  event	  to	  occur	  

paLerns	  

condiFons	  over	  system	  elements	  

paLerns	  

KDM	  

“Faulty”	  computaFons	  
	  are	  either	  related	  

to	  injury	  or	  	  
to	  safeguards	  failure	  

events	  

ISO	  19506	  

Vulnerability	  involves	  an	  event	  	  

footholds	   footholds	  

Standard	  protocol	  for	  
exchanging	  system	  facts	  
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Discernable	  weakness	  descrip;on	  has	  “foot-‐holds”	  

•  “Foot-‐hold”	  –	  a	  tangible	  “place”	  of	  the	  computaFon	  that	  is	  a	  necessary	  for	  
the	  computaFon	  to	  result	  in	  injury	  

•  ClassificaFon	  of	  the	  “foot-‐holds”	  
–  API	  calls	  
–  Entry	  points	  	  
–  Programming	  language	  constructs	  

•  Main	  “foot-‐holds”	  
–  Input	  port	  (exploitable	  vulnerability)	  
–  Output	  port	  (confidenFality	  impact)	  

–  Places	  where	  resources	  are	  modified	  (integrity	  impact)	  

–  Places	  where	  code	  can	  be	  modified	  (integrity	  impact)	  

–  CondiFons	  (key	  to	  determine	  data	  constraints	  and	  properFes)	  

–  Certain	  programmaFc	  constructs	  (availability	  impact)	  

9/14/11	   33	  ©	  KDM	  AnalyFcs	  Inc.	  



Examina;on	  of	  “Authen;ca;on”	  cluster	  

Authen;ca;on	  

Region	  with	  authenFcated	  actor	  

guards	  

API	  to	  check	  token	  

Is	  supported	  by	  

AuthenFcated	  actor	  

involves	  

Access	  rights	  

has	  

has	  

Is	  part	  of	  

IdenFficator	  
Product	  

ConfiguraFon	  
has	  

Is	  part	  of	  

Is	  part	  of	  

performs	  

InformaFon	  access	  
Resource	  access	  

Risk	  of	  confidenFality	  impact	  
has	  

has	  

Risk	  of	  integrity	  impact	  

involves	   has	  

AuthenFcaFon	  token	  

Is	  based	  on	  

involves	  

Management	  of	  actors	  

Management	  of	  	  
tokens	  

involves	  

involves	  

manages	  

manages	  

AuthenFcated	  endpoint	  
involves	  

uses	   Channel	  

IdenFty	  

has	  
has	  

uses	  

Local	  
Adjacent	  
Network	  

9/14/11	   34	  ©	  KDM	  AnalyFcs	  Inc.	  



Examina;on	  of	  the	  “Access	  Control”	  cluster	  

Access	  control	  

Region	  with	  access	  control	  

Access	  rights	  

guards	  

involves	  

involves	  
Is	  part	  of	  

Product	  

ConfiguraFon	  

has	  

Risk	  of	  confidenFality	  impact	  

has	  

Is	  part	  of	  

Is	  based	  on	  

performs	  

AuthenFcated	  actor	  
involves	  

has	  

InformaFon	  access	  

Resource	  access	  

Risk	  of	  integrity	  impact	  

Management	  of	  ownership	  

Management	  of	  	  
access	  rights	  

involves	  

involves	  

manages	  

manages	  

InformaFon	  item	  

Resource	  

performs	  

Is	  owned	  by	  

Owner	  

Is	  owned	  by	  

Is	  a	  

Is	  supported	  by	  

Region	  with	  authenFcated	  actor	  

Is	  based	  on	  
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Examina;on	  of	  the	  “Privilege”	  cluster	  

Privilege	  

Privileged	  operaFon	  

Region	  with	  elevated	  privilege	  

Privilege	  level	  

API	  to	  manage	  privilege	  

AuthenFcated	  actor	  

Access	  rights	  
involves	  

guards	  

performs	  

involves	  

requires	  
Is	  supported	  by	  

has	  

Is	  part	  of	  

OperaFon	  to	  raise	  privilege	  level	  

OperaFon	  to	  drop	  privilege	  level	  

Original	  privilege	  level	  

Process	  

starts	  

ends	  

Elevated	  privilege	  level	  

has	  

Risk	  of	  escalated	  privilege	  
Leads	  to	  

has	  

has	  

Is	  a	  

Is	  a	  

System	  operaFon	  

Resource	  access	  
InformaFon	  access	  

Is	  a	  

API	  
Is	  supported	  by	  

has	  

involves	  

involves	   involves	  

involves	  

In	  the	  context	  of	  
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SFP	  EXAMPLES	  
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Extrac;ng	  and	  Generalizing	  SFP	  Features	  

CWE	  194	  

• 	  computaFon	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  signed	  
• 	  computaFon	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  larger	  than	  T1	  
• 	  value	  of	  DE1	  is	  negaFve	  

The software performs an operation on a number that 
causes it to be sign extended when it is transformed into a 
larger data type. When the original number is negative, this 
can produce unexpected values that lead to resultant 
weaknesses.

Unexpected sign extension

	  cast	  of	  DE1	  to	  data	  type	  T	  

foothold	   injury	  

primi;ve	  noun	  concepts	  

• 	  AcFonElement	  AE1	  (cast)	  
• 	  data	  element	  DE1	  
• 	  data	  type	  T1	  
• 	  data	  type	  T2	  

condi;on	  

• 	  data	  type	  T1	  is	  signed	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  larger	  than	  T1	  
• 	  value	  of	  DE1	  is	  negaFve	  

Loss	  of	  data	  in	  use	  

this	  is	  an	  issue	  because	  under	  certain	  circumstances	  the	  cast	  opera;on	  
violates	  a	  naive	  assump;on	  that	  the	  value	  remains	  unchanged;	  
this	  is	  a	  minor	  injury	  in	  itself,	  but	  it	  can	  be	  combined	  with	  other	  issues	  
when	  the	  changed	  value	  flows	  into	  another	  region,	  e.g.	  when	  
intersected	  with	  user	  access	  &	  unauthorized	  user	  or	  with	  resource	  
control,	  authen;ca;on,	  buffer	  access	  or	  resource	  access	  

Features	  are	  
normalized	  and	  use	  
standard	  vocabulary	  
of	  noun	  and	  verb	  
concepts	  
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Focusing	  on	  Invariants	  

CWE	  194	  

• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  signed	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  larger	  than	  T1	  
• 	  value	  of	  DE1	  is	  negaFve	  

CWE	  195	  

• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  signed	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  unsigned	  
• 	  DE2	  is	  used	  as	  a	  size	  variable	  

CWE	  196	  

• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  unsigned	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  be	  interpreted	  as	  sign	  

CWE	  197	  

• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  numeric	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  smaller	  than	  T1	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  loose	  significant	  bits	  

CWE	  681	  

• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  numeric	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  cast	  changes	  value	  
• 	  resulFng	  value	  is	  used	  in	  sensiFve	  context	  

CWE	  704	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  cast	  changes	  value	  

	  cast	  of	  DE1	  of	  data	  type	  T1	  to	  datatype	  T2	  

T1,	  T2	  and	  the	  value	  of	  DEI	  	  
result	  in	  change	  of	  value	  of	  DE1	  

loss	  of	  data	  in	  use	  

common	  
foothold	  

common	  
(generalized)
condi;on	  

common	  
injury	  

invariant	  
characteris;cs	  
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Example	  of	  formalized	  content	  

Unsafe	  Type	  Conversion	  
A	  weakness	  where	  the	  code	  path	  has:	  
-‐	  an	  end	  statement	  that	  performs	  cast	  of	  data	  value	  of	  datatype1	  to	  datatype2	  
where	  	  cast	  operaFon	  modifies	  	  the	  data	  value	  
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Bo.om	  Up	  Iden;fica;on	  of	  Varia;on	  Points	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  signed	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  larger	  than	  T1	  
• 	  value	  of	  DE1	  is	  negaFve	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  signed	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  unsigned	  
• 	  DE2	  is	  used	  as	  a	  size	  variable	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  unsigned	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  be	  interpreted	  as	  sign	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  numeric	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  data	  type	  T2	  is	  signed	  
• 	  T2	  is	  smaller	  than	  T1	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  loose	  significant	  bits	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  data	  type	  T1	  is	  numeric	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  cast	  changes	  value	  	  
• 	  resulFng	  value	  is	  used	  in	  sensiFve	  context	  
• 	  computa;on	  involves	  data	  element	  DE1	  of	  data	  type	  T1	  
• 	  computa;on	  involves	  cast	  of	  DE1	  to	  data	  type	  T2	  
• 	  cast	  changes	  value	  

extracted	  
parameters	  

• 	  data	  type	  T1	  is	  signed	  
• 	  data	  type	  T1	  is	  unsigned	  

• 	  data	  type	  T1	  is	  larger	  than	  data	  type	  T2	  
• 	  data	  type	  T	  is	  smaller	  than	  data	  type	  T2	  

• 	  value	  of	  DE	  is	  negaFve	  

• 	  value	  of	  DE	  is	  large	  enough	  to	  loose	  
significant	  digits	  in	  in	  T	  

• 	  data	  type	  T2	  is	  signed	  
• 	  data	  type	  T2	  is	  unsigned	  

• 	  value	  of	  DE	  is	  used	  in	  sensiFve	  context	  

This	  is	  a	  boLom-‐up	  approach	  that	  does	  not	  assure	  coverage	  
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T1,T2,	  and	  value	  of	  DEI	  results	  in	  change	  to	  value	  of	  DEI	  

common	  generalized	  condi;on	  
CWE	  194	  
CWE	  195	  

CWE	  196	  

CWE	  197	  
CWE	  681	  
CWE	  704	  

 Unsafe Type Conversion 

	  cast	  of	  DE1	  of	  data	  type	  T1	  to	  datatype	  T2	  

common	  
foothold	  

Extracted	  Parameters	  

• 	  data	  type	  T1	  is	  signed	  
• 	  data	  type	  T1	  is	  unsigned	  

• 	  data	  type	  T1	  is	  larger	  than	  data	  type	  T2	  
• 	  data	  type	  T1	  is	  smaller	  than	  data	  type	  T2	  

• 	  value	  of	  DE1	  is	  negaFve	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  be	  
interpreted	  as	  sign	  in	  T2	  
• 	  value	  of	  DE1	  is	  large	  enough	  to	  loose	  
significant	  digits	  in	  in	  T2	  

datatype	  T1	  
(source)	  

datatype	  T2	  
(target)	  

data	  element	  DE1	  
(input)	  

rela;on	  between	  T1	  and	  
T2	  

• 	  data	  type	  T2	  is	  signed	  
• 	  data	  type	  T2	  is	  unsigned	  

loss	  of	  data	  in	  use,	  
Loss	  of	  availability	  of	  service	  

common	  injury	  

varia;ons:	  	   • 	  value	  changes	  sign	  
• 	  value	  is	  truncated	  
• 	  value	  is	  enlarged	  

because	  under	  certain	  circumstances	  the	  
cast	  opera;on	  violates	  a	  naive	  assump;on	  
that	  the	  value	  remains	  unchanged;	  

This	  is	  a	  top-‐down	  approach	  that	  does	  assure	  coverage	  

Top	  Down	  Iden;fica;on	  of	  Varia;on	  Points	  
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SFP Parameters Variation on injury Source Data Type Target Data Type Source Data Value Target Data Size<> 
Source Data Size 

sample values value changes 
sign 

value 
trun-
cates 

value 
enlarges signed unsigned signed unsigned positive negative 

larger than  max 
datatype2 sensitive smaler larger 

CWE  

194 - Unexpected Sign Extension √ √ √          √ √ 
195 - Signed to Unsigned Conversion 
Error √ √ √ √        √       √ 
196 - Unsigned to Signed Conversion 
Error           √      √ √ √      √           √ 
197 - Numeric Truncation Error √ √ √ 
681 - Incorrect Conversion between 
Numeric Types √ √ √ 

704 - Incorrect Type Conversion or Cast √ √ √ 

Now	  we	  can	  use	  varia;ons	  and	  parameters	  to	  iden;fy	  gaps	  in	  exis;ng	  CWEs	  

Parameteriza;on	  example	  

Unsafe	  Type	  Conversion	  
A	  weakness	  where	  the	  code	  path	  has:	  
-‐	  an	  end	  statement	  that	  performs	  cast	  of	  data	  value	  of	  datatype1	  to	  datatype2	  
where	  	  cast	  operaFon	  modifies	  	  the	  data	  value	  
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SFP  Wrap around error 
SFP  Incorrect pointer scaling 
SFP  Use of uninitialized variable 
SFP  Divide by zero 

SFP  Suspicious condition SFP  Incorrect operation of Non-
Serializable Object 
SFP  Faulty pointer use 
SFP  Faulty pointer creation  

data	  is	  inappropriate	  for	  the	  operaFon	  

common	  generalized	  
condi;on	  

idenFfiable	  operaFon	  that	  
under	  certain	  circumstances	  	  
results	  in	  unexpected	  change	  of	  data	  

common	  
foothold	  

Family:	  “IdenFfiable	  glitch	  in	  computaFon”	  SFP-‐1	  

Other computations that violate naive assumptions about the resulting value 
(SFPs are numbered as per Phase I result) 

common	  parameters:	  
-‐	  operaFon	  (syntacFc	  
pa;ern)	  
-‐	  type	  of	  data	  (integer,	  
boolean,	  etc.	  
-‐	  what	  condiFon	  of	  data	  
leads	  to	  a	  glitch	  
-‐	  type	  of	  glitch	  (how	  does	  
the	  value	  change,	  e.g.	  
overflow,	  underflow,	  loss,	  
excepFon,	  etc.)	  

SFP  Incorrect parameters to 
an API 

T1,T2,	  and	  value	  of	  DEI	  results	  in	  change	  to	  value	  of	  DEI	  

common	  generalized	  condi;on	   CWE	  194	  
CWE	  195	  

CWE	  196	  

CWE	  197	  
CWE	  681	  
CWE	  704	  

Unsafe Type Conversion 

	  cast	  of	  DE1	  of	  data	  type	  T1	  to	  datatype	  T2	  

common	  
foothold	  

common	  injury	   because	  under	  certain	  circumstances	  the	  
cast	  opera;on	  violates	  a	  naive	  assump;on	  
that	  the	  value	  remains	  unchanged;	  

Further	  generaliza;on	  (descrip;on	  of	  a	  larger	  family	  of	  computa;ons)	  
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loss	  of	  data	  in	  use,	  
Loss	  of	  availability	  of	  service	  



glitch	  in	  computaFon	  

corrupted	  data	  

injected	  data	  

Resource	  
	  control	  

glitch	  in	  computaFon	  

corrupted	  data	  

injected	  data	  

Buffer	  
	  access	  

glitch	  in	  computaFon	  

corrupted	  data	  

injected	  data	  

AuthenFcaFon	  

glitch	  in	  computaFon	  

corrupted	  data	  

injected	  data	  

Resource	  
	  access	  

incorrect	  pointer	  scaling	  -‐>	  faulty	  pointer	  use	  

incorrect	  buffer	  length	  computaFon	  -‐>	  faulty	  buffer	  access	  

VulnerabiliFes	  that	  are	  composiFons	  of	  several	  elementary	  “shapes”	  

Overcoming	  Usual	  Difficul;es	  in	  Categoriza;on	  
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SFP-‐8	  Faulty	  Buffer	  Access	  

SFP8 Faulty Buffer Access 
A weakness where the code path has all of the following: 
- an end statement that performs a Buffer Access Operation and where 
exactly one of the following is true: 
-- the access position of the Buffer Access Operation is outside of the 
buffer or  
-- the access position of the Buffer Access Operation is inside the buffer 
and the size of the data being accessed  is greater than the remaining 
size of the buffer at the access position 
Where Buffer Access Operation is a statement that performs access to a 
data item of a certain size at access position. The access position of a 
Buffer Access Operation is related to a certain buffer and can be either 
inside the buffer or outside of the buffer. 
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SFP-‐8	  Parameters	  and	  CWE	  mapping	  

Parameters Buffer location Access kind Access position in relation to 
the buffer 

Access position defined by 
(this parameter is not 

necessary) 

Values heap stack data segment write read inside the buffer outside the 
buffer Array with index pointer 

CWE 

118 - Improper Access of 
Indexable Resource √ 
119 - Failure to Constrain 
Operations within the 
boundaries of a memory 
buffer 

121 - Stack Overflow √ √ √ 
122: Heap Overflow √ √ √ 
123: Write-what-where 
Condition √ 
124: Buffer Under-write √ √ 
125: Out-of-bounds read √ 
126: Buffer Over-read √ √ √ 
127: Buffer Under-read √ 
129: Unchecked array 
indexing √ 
120 - Buffer Copy without 
Checking Size of Input 
('Classic Buffer Overflow') √ √ 



Improved	  Repor;ng	  Based	  on	  Injury	  

Parameter
s 

Priority 

Buffer Access Access Position 
contained   

Access Position is 
defined by 

Heap Stack Data 
segment 

write read In the 
buffer 

Outside 
the buffer 

Array 
with 
index 

pointer 

P1 

P2 

P3 

any	  

any	  

any	  

any	   any	  

any	  

any	  

Priority	  repor;ng	  is	  based	  on	  parameters	  and	  can	  be	  structured	  around	  vectors	  of	  aLack	  
and	  impact	  
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SFP:	  WHERE	  WE	  ARE	  AND	  WHAT	  NEXT	  
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SFP	  sta;s;cs	  

•  21	  primary	  clusters	  
–  Cover	  630	  CWEs	  

•  62	  secondary	  clusters	  
–  Contain	  both	  discerable	  as	  well	  as	  non-‐discernable	  CWEs	  

•  36	  so6ware	  fault	  pa;erns	  
–  Cover	  310	  discernable	  CWEs	  

–  Each	  SFP	  has	  
•  Foot-‐hold	  
•  CondiFons	  
•  Parameters	  

•  Sample	  values	  of	  parameters	  

•  Injuries	  
•  CWE	  mapping	  
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SFPs	  :	  going	  forward	  

•  There	  are	  non-‐discernable	  CWEs	  	  
–  Ill-‐defined	  code	  weaknesses	  
–  Design	  weaknesses	  
–  Architecture	  weaknesses	  
–  etc.	  

•  Full	  formalizaFon	  of	  SFPs	  
•  More	  parameter	  values	  
•  Address	  gaps	  in	  CWEs	  



SFP	  DEFINES	  AN	  INTERFACE	  TO	  
AUTOMATED	  DETECTION	  TOOLS	  
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SFP	  	  defines	  an	  interface	  to	  the	  detec;on	  tool	  
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Co
de

	  

Vulnerability	  detecFon	  tools	  
Bu

ild
	  e
nv
iro

nm
en

t	  

Vulnerability	  
findings	  report	  

What	  are	  implemented	  
vulnerabiliFes	  and	  how	  they	  are	  
miFgated	  by	  	  safeguards?	  

What	  to	  look	  for	  
	  	  	  	  	  	  (SFP)	  

Tool	  

9/14/11	  

Assurance	  Case	  
evaluaFon	  

analyst 

risk	  analysis	  
report	  

analyst 

What	  are	  the	  risks	  and	  
the	  corresponding	  
vulnerabiliFes	  ?	  

Why	  does	  the	  absence	  of	  	  
findings	  mean	  that	  the	  risks	  
are	  miFgated	  ?	  

What	  to	  look	  for	  
	  	  	  	  (SFP)	  

Where	  we	  looked	  

CONOPS	  

Did	  we	  cover	  all	  vulnerabiliFes	  ?	  

Find	  code	  path	  with	  the	  
following	  characterisFcs:	  

• 	  Foothold	  
• 	  CondiFon	  1	  
• 	  CondiFon	  2	  
• 	  etc	  

Here	  it	  is:	  
Start	  statement	  located	  at	  ..	  
End	  statement	  located	  at…	  

Parameter	  1	  is	  …	  	  



SFP	  AND	  CLAIMS	  TO	  ASSURANCE	  CASE	  
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analyst 

Mathema;cal	  reasoning	  about	  claims	  
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Co
de

	  

Vulnerability	  detecFon	  tools	  

risk	  analysis	  
report	  

Bu
ild
	  e
nv
iro

nm
en

t	  

Vulnerability	  
findings	  report	  

analyst 

Assurance	  Case	  
evaluaFon	  

What	  are	  the	  risks	  and	  
the	  corresponding	  
vulnerabiliFes	  ?	  

What	  are	  implemented	  
vulnerabiliFes	  and	  how	  they	  are	  
miFgated	  by	  	  safeguards?	  

Why	  does	  the	  absence	  of	  	  
findings	  mean	  that	  the	  risks	  
are	  miFgated	  ?	  

What	  to	  look	  for	  
	  	  	  	  (SFP)	  

What	  to	  look	  for	  
	  	  	  	  	  	  (SFP)	  

Where	  we	  looked	  

CONOPS	  Tool	  

9/14/11	  

Did	  we	  cover	  all	  vulnerabiliFes	  ?	  

Claims	  that	  vulnerabiliFes	  
from	  specificaFon	  are	  
idenFfied	  	  are	  miFgated	  



SFP	  AND	  INTEGRATION	  OF	  EXISTING	  
TOOLS	  
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DHS	  TOIF	  Architecture	  
Co

de
	  

Vulnerability	  detecFon	  tools	  

Knowledge	  mining	  tools	  

TOIF	  	  
analyzer	  
unificaFon,	  	  	  
correlaFon	  	  
	  confidence	  

Integrated	  vulnerability	  
report	  

Architecture	  risk	  
analysis	  report	  

Integrated	  	  
facts	  

TO
IF
	  a
da
pt
er
s	  

(n
or
m
al
iz
aF

on
)	  

Architecture	  	  
risk	  factors	  

CPPcheck	  

FindBugs	  

JLint	  

RATS	  

Splint	  

Proprietary	  tool	  for	  
architecture	  	  
analysis	  	  

Standard	  
protocol	  

KDM	  
AnalyFcs	  

Fa
ct
	  O
ri
en

te
d	  
In
te
rf
ac
e	  

File	  LocaFon	   DescripFon	  Name	  

Finding	  

Statement	   Tool	  CWE	  id	   Weight	  Weakness	  
DescripFon	  

Data	  
Element	  

KDM	  XMI	  

KDM	  XMI	  

TOIF	  XMI	  

Bu
ild
	  e
nv
iro

nm
en

t	  
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Secure	  	  
Decisions	  

9/14/11	  

Proprietary	  tool	  for	  
Defect	  visualizaFon	  

C/C++	  

Java	  



SUMMARY	  
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In	  Summary	  

•  ExisFng	  classificaFons	  (Landwehr,	  CWE,	  etc.)	  lack	  some	  key	  
consideraFons	  
•  	  They	  do	  not	  restrict	  the	  features	  that	  are	  input	  to	  categories	  
•  They	  do	  not	  focus	  on	  the	  features	  that	  are	  idenFfiable	  in	  arFfacts,	  like	  code	  
•  	  They	  do	  not	  consider	  normalizaFon	  of	  feature	  descripFons	  

•  	  They	  are	  not	  aligned	  with	  injury	  
•  	  They	  do	  not	  consider	  common	  vocabulary	  for	  feature	  descripFons	  

•  Benefits	  of	  SFP	  approach	  
•  Manageable	  catalog	  with	  a	  small	  number	  of	  categories	  
•  	  NormalizaFon	  allows	  comparison,	  generalizaFon,	  etc.	  

•  Aligned	  with	  injury	  -‐	  easy	  to	  report	  and	  manage;	  	  

•  	  StaFc	  analysis	  contributes	  to	  tradiFonal	  risk	  analysis	  and	  system/mission	  
assurance	  

•  	  Helps	  idenFfy	  gaps	  
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Benefits	  of	  Parameterized	  SFPs	  

•  SFPs	  extend	  the	  CWE	  catalog	  into	  a	  specificaFon	  
•  SFPs	  allow	  mathemaFcal	  reasoning	  about	  
vulnerabiliFes	  	  

•  SFPs	  make	  analysis	  systemaFc	  
•  SFPs	  facilitate	  management	  of	  findings	  
•  SFPs	  facilitate	  interface	  between	  stakeholders	  and	  
staFc	  analysis	  tool	  vendors	  
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